Abstract-With the increasing complexity of modern industrial automatic and robotic systems, an increasing burden is put on the operators, who are requested to supervise and interact with such complex systems, typically under challenging and stressful conditions. To overcome this issue, it is necessary to adopt a responsible approach based on the anthropocentric design methodology, such that machines adapt to the humans capabilities. Moving along these lines, a methodological approach called MATE was introduced in [1], which consists in devising complex automatic or robotic solutions that measure current operator's status, adapting the interaction accordingly, and providing her/him with proper training to improve the interaction and learn lacking skills and expertise. In this paper we propose an evaluation and validation procedure to guarantee the achievement of the requirements of a MATE system.
I. INTRODUCTION
Despite the massive introduction, in modern industrial plants, of complex automatic machines and robotic systems, the role of human operators remains crucial. On the one side, automation systems are required to face basic functions with high efficiency, thus allowing higher demands for fast production rate with high quality, and advanced functions, such as fault diagnosis and fast recovery, fine-tuning and reconfiguration of process parameters to adapt to production changes [2] . On the other side, human operators are responsible for controlling and supervising manufacturing activities and the desired flexible production. However, complex automation solutions typically do not explicitly consider the needs of the human operators: the complexity of the machines is reflected in the complexity of the accompanying humanmachine interfaces (HMIs), used for data visualization, for monitoring the processes, and for letting the user interact with the machines [3] , [4] .
Typical HMIs generally do not allow to adapt the amount or the form of displayed information. Furthermore, the control systems implemented on industrial machines and processes are generally programmed to respond in a specified way, in order to optimize some performance indexes. Quality and quantity of the information provided to the operator are generally not taken into account, nor adapted to the status of the operator her/himself [5] : the human operator is then, generally, the only element in the production system that is requested to adapt her/his behavior based on the situation. In particular, the operator needs to be able to exhibit a high level of flexibility, to address both common activities and unpredictable situation (e.g., in the presence of alarms or malfunctions). This becomes even more relevant considering the fact that the amount of monitored data that comes from modern production processes is constantly increasing, and control systems are becoming increasingly complex [3] , [5] , [6] .
As a consequence, human operators are exposed to challenging working conditions, from the cognitive and psychological point of view. In particular, while experienced operators are still able to manage the complexity of modern industrial HMIs at the expense of very high levels of cognitive workload, vulnerable operators (such as those with low experience or education level, the elderly and the disabled) experience serious difficulties in the interaction with such systems. This may generate several undesirable effects for these operators, ranging from low levels of productivity, to lack of satisfaction for their working condition, to loss of the job (and/or difficulties in re-employment).
To avoid these effects, a possible approach is to reverse the design of complex production systems and adopt a responsible approach based on the anthropocentric design methodology. This consists in a user centered design process that ensures that the needs of workers and operators are met, the resulting system is understandable and usable, it accomplishes the desired tasks, and the experience of use is positive and enjoyable [7] , [8] . In the context of industrial production, this amounts to reverse the paradigm from the current belief that "the human learns how the machine works" to the future scenario in which "the machine adapts to human capabilities" accommodating to her/his own time and features [3] , [4] .
This scenario falls within the concept of context-dependent automation, also known as adaptive automation [9] , [10] . Generally speaking, context awareness is the ability for a system to sense, interpret, respond and act based on the context [11] . Based on this paradigm, the level of automation of a system is designed to be variable, depending on situational demands during operational use. Including feedback from the user into the definition of the context leads to modulating the interaction on the basis of her/his current psychophysical status. Specifically, we refer to the need to take into account the physical and cognitive overload induced by the working task and use such information to adapt the interaction accordingly, with the ultimate aim of relieving user's stress and affect.
Along these lines, a few works have recently appeared that propose adaptation methodologies, for reducing the amount of stress on the operators interacting with complex systems. The idea is that of changing how the information is presented, in such a way that only the relevant pieces of information are provided to the operator, based on the context. These concepts have been applied to different application domains, such as automotive [12] - [14] , aeronautics [15] and smartphones and hand-held devices [16] .
However, to the best of the authors' knowledge, only a few pioneering examples have been preliminarily presented regarding HMIs for complex industrial systems [5] , [10] . Specifically, [5] describes a preliminary concept of architecture for an HMI that adapts the presentation of information based on the operator responsiveness. Profiling of the operators is considered in [10] , and the HMI selectively presents information based on the profile of the current user.
Recently, a new methodological approach was proposed in [1] that is referred to as MATE, i.e., Measure, Adapt and TEach. This approach builds upon the paradigm of affective computing and robotics, which rely on measuring user's physiological parameters that are known to be related to mental strain, and adapting the interaction with the automated system accordingly [17] , [18] . More specifically, the MATE approach consists in merging the concepts of anthropocentric design of human-machine/robot systems and of affective computing: not only is current operator's status measured to adapt the interaction accordingly, but also she/he is properly trained to permanently improve the interaction and learn lacking skills and expertise. In this framework, a thorough characterization of the worker that includes skills, perceptive and cognitive capabilities in addition to mood and affect, and thus extends measurements proper of affective computing, allows a more tailored adaptation of the interaction tasks and training support.
The contribution of this paper is in the definition of procedures for the evaluation and validation of a MATE system, in order to verify that it is an effective approach to guide and support human operators during human-machine/robot interaction. In particular, procedures will be defined for testing the behavior of each component independently, and for evaluating the system as a whole, thus assessing the satisfaction of the requirements that characterize a MATE system. Indeed, as discussed in Section II, the design of a MATE system builds upon a set of application independent requirements that guide the design of such an adaptive interaction system. In this paper we discuss how to evaluate the design of a MATE system with respect to such requirements and identify which tests and measurements are needed.
The paper is organized as follows. Section II describes the architecture of a MATE system, its main components and the main requirements to be satisfied. Section III introduces procedures for the evaluation of each component of a MATE system independently. Section IV defines procedures for the evaluation of the system as a whole, to verify the satisfaction of the main requirements. Finally, Section V contains some concluding remarks.
II. MATE SYSTEM ARCHITECTURE
The concept of MATE system was introduced in [1] , and consists in a smart interaction system that adapts the quantity and quality of the information in the HMI, as well as the functionalities of the machine, to the physical, sensorial and cognitive capabilities of workers.
Three main pillars, as depicted in Fig. 1 , constitute a MATE system: 1) Human capabilities measurement (Measure): the system measures the human capability of understanding the logical organization of information and the cognitive burden the operator can sustain (automatic human profiling). Moreover, the system identifies the actual skill level of the user, analyzing on-line how she/he operates in the common working processes. 2) Adaptation of interfaces to human capabilities (Adapt):
the system adapts the organization of the information (e.g. the complexity of the information presented), the means of interaction (e.g. textual information, only graphics, speech, etc.), and the automation task (normal operation, adaptation to new processes, predictive maintenance, etc.) that are accessible by the user depending on her/his measured capabilities. 3) Teaching and training for unskilled users (Teach): a virtual environment can be used to provide initial training based on a simulation. The system furthermore teaches the correct way to carry out a task to the unskilled user. Depending on the skill level of the user and the operation performed by the machine, the interface guides the user by means of a step by step procedure. A general methodology for the design of MATE systems has been proposed in [1] . Therein, the general requirements that need to be fulfilled by a MATE system have been discussed, and they are summarized in Table I . While system specifications depend on the specific application under consideration, the requirements can be defined from a universal point of view, for MATE systems in general. Such requirements are derived based on an anthropocentric approach, 
DESIGN RECOMMENDATIONS TECHNICAL REQUIREMENTS ELSI REQUIREMENTS ROBOETHICS REQUIREMENTS
T-R1 The interface adapts to the level of skills of the operator
ELSI-R5
The system should meet all relevant safety criteria
ROBETH-R1
The operator should be protected from harm caused by the system T-R2 The system can be used by low educated operators
ELSI-R7
The system should not cause injuries by means of inductive measuring technology
ROBETH-R2
The operator has the right to refuse to be cared by the system T-R3 The system can be used by physically and cognitively impaired operators
ELSI-R3
The system uses collected data not for any disadvantage for the employee
ROBETH-R3
The operator liberty when using the system should be protected
T-R4
The system can be used by people with low computer skills
ELSI-R4
The system depicts relevant user requirements and prevents discrimination
ROBETH-R4
The operator should be protected from any privacy breaches committed by the system
T-R5
The system enforces the correct procedures ELSI-R2 The system considers anonymized personal data
ROBETH-R5
The operator personal data processed by robots should be protected
T-R6
The operator feels satisfied from the interaction experience ELSI-R6 The system should not distract the operator
ROBETH-R6
The operator should be protected against the risk of manipulation by the system T-R7 Interaction with the system generates a low level of stress for the operators ELSI-R1 The system prevents inducing strain itself ROBETH-R7 The dissolution of social ties should be avoided
ROBETH-R8
All operators should have equal access to progress in robotics and automation
ROBETH-R9
Human access to enhancement technologies should be restricted focusing on the users' needs. They represent application independent design recommendations that, on the one side, define what should be done from a technical point of view to ensure proper adaptation to the user and, on the other side, highlight how this should be done in a manner that preserves the user her/himself. More specifically, technical requirements were first considered, and were subsequently complemented by additional requirements, as well necessary, regarding Ethical, Social and Legal Implications (ELSI) of the system. Finally, roboethics requirements [19] were considered. These were introduced in the literature to address the ethical issues related to the use of robots. However, they apply also to the case of production machinery.
III. EVALUATION PROCEDURE AT COMPONENT LEVEL
As discussed in Section II, a MATE system is composed of three main modules, namely Measure, Adapt and Teach. While the effectiveness of each module in satisfying the requirements needs to be evaluated considering the system as a whole, the functionality of each module needs to be verified by means of appropriate evaluation procedures.
In the following, we detail the evaluation procedures for the three components of a MATE system. For each module, the number and the characteristics of the test subjects need to be selected, based on the specific target application, in order to guarantee statistical significance of the results.
A. Measure
The main functionality that the Measure module needs to provide is the ability to acquire and elaborate measurements of human capabilities, detecting the correct user profile. More specifically, the set of user profiles of interest depends on the specific application: in general, profiles are defined in terms of working experience, demographic data, and strain level.
Measurements can be grouped in three main classes:
1) A priori measurements are performed offline, and consist of questionnaires regarding demographic, cultural and ethnographic information, tests for perceptive, cognitive and physical disabilities, and questionnaires regarding skills and working experience. 2) Real-time physiological measurements consist in measuring physiological indicators for mental strain, such as pupil diameter, blinking rate, skin conductance, cerebral activity, body temperature, hormonal balance and heart rate. 3) Real-time performance measurements consist in tracking performance indicators, such as time for decisions, execution steps for a task, number of mistakes or redundancies.
A priori measurements can be performed utilizing well known tools, such as the Vienna Test System for cognitive diagnostics and the Motoric performance series for physical capabilities, which have been extensively shown to provide reliable measures of perceptive, cognitive and physical capabilities.
Real-time physiological measurements are well known in the literature to be related to people's emotional and cognitive condition (see, e.g., [20] , [21] ). In the application scenario of MATE systems, these measurements must be performed with portable unobtrusive devices that do not limit the freedom of movement of users, are robust to motion artefact and can detect physiological changes as fast as possible. To assess the performance of the Measure module, mental fatigue can be induced on purpose by means of stressors commonly known in the literature, such as arithmetic tasks, with penalties on elapsed time and competing players [22] , [23] . Tests aim at evaluating whether the Measure module can detect incipient conditions of stress and what resolution in stress levels can be achieved.
Regarding real-time performance measurements, it is necessary to assess the ability of the module to identify the correct user profile. For this purpose, evaluation tests need to be carried out considering subjects with known profile, which can be estimated from the working experience or technical acquaintance, and assessing whether the performed measurements successfully recognize the correct profile.
B. Adapt
The main functionality that the Adapt module needs to provide is the ability of the HMI to autonomously adapt according to the user profile. Specifically, adaptation rules are devised to adapt the interaction to the user's measured perception and cognition capabilities, and to provide the most suited interaction technology according to the user's characteristics.
Given a set of adaptation rules, evaluation tests need then to be performed to assess whether they correctly match the needs of the subjects belonging to different user profiles. During the design and implementation phase (i.e., when the final HMI is not yet available), such tests can be performed exploiting mockups of the HMIs, that replicate the expected behavior of the system (or of a portion of the system).
C. Teach
The main functionality that the Teach module needs to provide is the ability to provide initial training to unexperienced operators and to support the operator during the interaction with the system when needed.
The teach functionalities can be provided based on two main submodules:
1) The off-line training system is used to train unexperienced operators, in a simulated environment, to instruct them on how to interact with the real machine.
2) The on-line training system supports the operator during the interaction with the machine, providing guidance and instructions. The effectiveness of the off-line training system needs to be evaluated against a baseline system that does not provide adaptation to the capabilities and the state of the user. The performance of test subjects can be measured by comparing values like the numbers of errors or the execution time.
The effectiveness of the on-line training system needs to be evaluated assessing the performance in the execution of a task. In particular, the experiment needs to be designed to deliberately cause errors in the execution, or high strain levels in the test subjects. Performance in the task execution needs then to be measured, to evaluate the effectiveness of the proposed teaching strategies.
IV. EVALUATION PROCEDURE AT SYSTEM LEVEL
The evaluation procedure at system level aims at evaluating the MATE system as a whole, assessing the satisfaction of the requirements discussed in Section II. In particular, the goal of these tests is that of analyzing whether the MATE approach effectively alleviates the burden of interaction tasks, increasing job satisfaction and working performance, without causing discomfort to the user, mainly generated by the fact that her/his performance is tracked.
Starting from the list of requirements reported in Table I , a set of measurements is derived, to be performed on the overall system. For this purpose, aggregated clusters of requirements are considered, to derive the necessary measurements. In particular:
• Requirements T-R1, T-R2, T-R3, T-R4: these requirements are satisfied if the system can be effectively utilized by users with different levels of skills, education, and impairments. This is assessed considering both the performance of the operators, and their satisfaction. As such, it is necessary to measure the time required to perform each operation with the MATE system (compared to a baseline system that does not provide any support or adaptation to the user), as well as the realtime performance measurements (i.e., tracking performance indicators, such as time for decisions, execution steps for a task, number of mistakes or redundancies). Subjective assessment related to usability of the MATE system is then measured by means of questionnaires.
• Requirement T-R5: this requirement is satisfied if the system ensures that the operator follows the correct procedures. This is assessed considering the performances in the execution of each operation, in terms of time and real-time performance measurements, compared to a baseline system that does not provide any support or adaptation to the user.
• Requirements T-R6, ROBOETH-R6: these requirements quantify the satisfaction of the operator in the interaction with the system. This is assessed by means of subjective usability questionnaires.
• Requirements T-R7, ELSI-R1: these requirements are satisfied if the system does not generate large levels of stress or strain on the operator, during the interaction. This is assessed by means of measurements of physiological parameters related to cognitive load (compared to a baseline system that does not provide any support or adaptation to the user), and of oculometric functions that are an indicator of cognitive strain.
• Requirement ELSI-R6: this requirement is satisfied if the system does not distract the operator during the Time
interaction. This is addessed by means of measurements of oculometric functions, and by means of real-time performance measurements related to specific operations. The remaining requirements listed in Table I are satisfied by design in a MATE system, and do not require to perform measurements involving test subjects. More specifically, this holds for:
• Requirements ELSI-R2, ELSI-R3, ELSI-R4, ROBOETH-R5, ROBOETH-R7: these requirements are satisfied following standard ethics guidelines and privacy regulation (e.g., EU General Data Protection Regulation (GDPR) 2016/679), such as collecting only anonymous data, and prohibiting access to personal information to any external subject.
• Requirements ELSI-R5, ROBOETH-R1: these requirements are satisfied by all the machines and systems installed in industrial environments, since safety regulations are mandatory and, hence, always applied.
• Requirement ELSI-R7: this requirement is satisfied performing measurements in a non-invasive manner, e.g. using wearable devices (such as wristbands) or external tracking systems.
• Requirements ROBOETH-R2, ROBOETH-R3, ROBOETH-R4, ROBOETH-R8, ROBOETH-R9: these requirements are satisfied imposing a correct policy of use for the MATE system. For each application scenario, such a policy should be devised to avoid that the use of a MATE system, and in general any advanced interaction system, becomes harmful to human rights and well being. The previously defined set of measurements to be performed is summarized in Table II , compared to the requirements of a MATE system listed in Table I .
A. Evaluation scenarios
Considering the specific target application, evaluation scenarios need to be devised, in which such measurements need to be carried out. Evaluation scenarios represent prototypical situations, that are representative of common activities to be performed with the MATE system. While the exact definition of such scenarios depends on the specific application, the following high-level classes of evaluation scenarios are introduced. Table III summarizes the main measurements that apply to each evaluation scenario. ES1 -Procedural: A procedural evaluation scenario consists in a task for which the user is required to complete an ordered sequence of activities. Examples of such tasks include set-up operations, reconfiguration operations, or ordinary maintenance procedures.
These tasks are characterized by (often very long) lists of activities to be sequentially completed by the user. Besides assessment of usability and induced strain levels, performance metrics can be measured such as time needed to complete the procedure, or number of errors made during the procedure.
ES2 -Supervision: Supervision evaluation scenarios consist in supervising complex, and possibly large, systems, possibly including more than one machine. In these scenarios, even considering highly automated solutions, human supervision is generally necessary, to assess, monitor, and control the overall status of the system. Given the complexity of the system, the amount of information to be considered, simultaneously, is very large: it is then very relevant to assess the level of strain and cognitive load induced on the operator.
ES3 -Extraordinary maintenance:
An extraordinary maintenance evaluation scenario consists in procedures to be performed in the presence of unpredictable and/or infrequent situations, such as replacing broken or malfunctioning parts, or recovering from anomalies or alarm situations.
Since these tasks are not frequently executed, it can be difficult, for the user, to correctly know, remember and apply the desired sequence of actions. Besides assessment of usability and induced strain levels, performance metrics can be measured, such as time needed to complete the procedure, or number of errors made during the procedure.
V. CONCLUSION
In this paper we proposed a novel procedure for the evaluation and validation of a MATE system. First introduced in [1] , the concept of MATE systems consists in a methodological approach for the anthropocentric design of assistive humanmachine systems. In particular, MATE systems are composed of three main modules, which allow to measure the user's capabilities, to adapt accordingly the user interface, and to provide guidance when needed.
The procedure described in this paper provides a set of guidelines to assess the effectiveness of a MATE system in guiding and supporting the human operator during interaction tasks. Evaluation and validation are performed on two levels: at component level (where the functionalities of each module are tested independently) and at system level (where the performance of the overall system is evaluated). Generalized evaluation scenarios are proposed and discussed, and a set of measurements is derived, which do not depend on the specific application domain.
The methodology proposed in this paper is then general and application independent: the general methodologies proposed here can then be instantiated based on the specific application scenario, complementing the tests that are generally completed when designing and implementing a new system, to compare its performance with technical specifications.
The proposed methodological approach will be applied on the adaptive human-machine systems that will be developed considering real industrial use cases within the EU H2020 INCLUSIVE project [24] . The application of the procedure to real-world scenarios will allow to refine both the design recommendations for MATE systems [1] and the evaluation procedure proposed in this paper.
